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Abstract

Throush Advanced Parsistent Thraats (APTs), which can revesl datz slteration, dastruction, or Densal of Service attacks throuzh the examples of Onkine Ready

exposed hardware and software, the mformation technology model advances. Moving Target (MTD) iz 2 promising risk-raduction strategy that

primarily relizs on APTs by utilizing dynamic and randomization fechniques on properties that are collaboratad. Althouzh thers are various MTD e e
approaches to implament the blind randor mutztion, it still produces battar performance overhezd 2= wall as poor defenze utility. Additionally, S5 el
APT iz 3 unigue assault stratesy that was tvpically developed by hacking sroups to steal data or deactivate svstems for enormons crizinalities and R
umiform comntries. APT 1= 2 multi-stage, long-term reprezantative, and it 1s difficult to 1dentify attacks effectively usins an outmodad approach. In
this paper, Conditionzl Dinso Optimization Alzerithm Desp Residual Network (CDOA based DR s devised for APT detection Moraover, Fassy

comelation Trersky index-based smmlanty 15 desizned for performing feature fosion The hybnd optimization algonithm effectively increases the
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performance and raduces vanous real-world 1msues. Testing accuracy, True Positive Rate, and False Positrve Bate of the newly developed CDOA- cespred 17 Movetribe
i, 3 December 2022
based DRIV are 35.43%, 596.34%, and 91.43%, respectively, for bettar performance. H
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